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Abstract
Introduction. The digitalisation of healthcare systems has led to 
a rapid proliferation of cybersecurity threats that directly affect 
everyday clinical practice. Electronic health records, networked 
medical devices, and telemedicine platforms have become inte-
gral to modern medicine while simultaneously representing po-
tential attack surfaces. Clinicians make daily decisions with data 
security implications, and inadequate training leaves them par-
ticularly vulnerable. Threats and vulnerabilities. Ransomware 
attacks that paralyse hospital systems, phishing campaigns tar-
geting clinical staff, attacks on medical Internet of Things de-
vices, and software supply chain compromise are the most prev-
alent threats in the contemporary healthcare environment. Each 
carries direct consequences for patient safety and continuity of 
care. Clinician roles and advanced technologies. Clinical staff 
represent both the most frequent point of system compromise 
and the most important line of defence. Advanced technologies 
including artificial intelligence based threat detection, blockchain 
data integrity, and federated learning offer emerging solutions, 
but require strategic institutional commitment for successful 
deployment. Conclusion. Cybersecurity is not exclusively an 
information technology matter – it is an integral component of 
medical ethics and responsibility towards patients. Its routine 
integration into clinical practice requires education, clear insti-
tutional procedures, and adequate resources.
Key words: Computer Security; Clinical Medicine; Electronic 
Health Records; Confidentiality; Ethics, Medical; Patient Rights

Sažetak
Uvod. Digitalizacija zdravstvenih sistema donela je sa sobom 
brzo širenje sajber pretnji koje direktno utiču na svakodnevnu 
kliničku praksu. Elektronski zdravstveni kartoni, medicinski 
uređaji povezani na mrežu i telemedicinske platforme postali su 
sastavni deo savremene medicine, ali i potencijalne mete 
kibernetičkih napada. Klinički lekari svakodnevno donose od-
luke s implikacijama za bezbednost podataka, a nedostatak obuke 
iz ove oblasti čini ih posebno ranjivim. Pretnje i ranjivosti. Ran-
somware napadi koji parališu bolničke sisteme, phishing poruke 
usmerene ka kliničkom osoblju, napadi na medicinske Internet 
of Things uređaje i kompromitovanje lanaca snabdevanja 
softverom najčešće su pretnje u savremenom zdravstvenom 
okruženju. Svaka od ovih pretnji nosi direktne posledice po 
bezbednost pacijenata i kontinuitet zdravstvene zaštite. Uloga 
kliničara i napredne tehnologije. Klinički lekari predstavljaju 
i najčešću tačku prodora napada i najvažniju liniju odbrane. 
Napredne tehnologije poput veštačke inteligencije za detekciju 
pretnji, blockchain integriteta podataka i federativnog učenja 
nude nova rešenja, ali zahtevaju stratešku podršku institucija. 
Zaključak. Sajber bezbednost nije isključivo IT pitanje – ona je 
sastavni deo medicinske etike i odgovornosti prema pacijentima. 
Njena rutinska primena u kliničkoj praksi zahteva edukaciju, 
jasne institucionalne procedure i odgovarajuće resurse.
Ključne reči: sajber bezbednost; klinička medicina; elektronski 
zdravstveni kartoni; poverljivost; medicinska etika; prava paci-
jenata

Introduction

Modern clinical practice – from reproductive 
medicine to cardiology, oncology and primary care 
– depends fundamentally on digital infrastructure: 
electronic health record (EHR), picture archiving and 
communication systems (PACS), internet-connected 
infusion pumps, patient monitors, telemedicine plat-
forms, and mobile health applications. Each of these 
systems represents both a clinical asset and a poten-
tial point of vulnerability. Healthcare organisations 

are among the most attractive targets for malicious 
actors, owing to the high market value of patient data, 
the operational criticality of services that cannot be 
interrupted, and the comparatively immature state 
of security governance in many institutions [1].

The scale of the problem has grown consistently 
over the past decade. Annual survey data from HIMSS 
and Proofpoint-Ponemon document that a substantial 
majority of healthcare organisations experienced sig-
nificant security incidents in the preceding twelve 
months [2,3]. Data breaches in health systems cause 
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damage on three simultaneous fronts: financial losses 
averaging millions of dollars per incident, reputation-
al harm affecting patient trust, and direct clinical 
consequences, including delayed diagnoses, cancelled 
surgical procedures, and impaired access to medica-
tion records [2,3]. A systematic review published in 
Cluster Computing confirmed that breach-related dis-
ruption in healthcare is not merely a data governance 
concern but a patient safety issue of the first order [4].

Despite the severity of this threat, clinicians re-
main insufficiently prepared. Research conducted 
among practising physicians demonstrates that many 
are uncertain about their institutional security re-
sponsibilities and lack confidence in identifying or 
reporting incidents [5]. Training in cybersecurity 
across healthcare organisations remains ad hoc, in-
consistently delivered, and rarely contextualised for 
clinical workflows [6].

Current threat landscape

Ransomware – malicious software that encrypts 
organisational data and demands payment for its re-
lease – represents the most operationally disruptive 
threat currently facing healthcare institutions. In 
clinical settings, the consequences are acute: patient 
management systems, laboratory results, radiology 
archives, and medication records can be rendered in-
accessible for hours or days. Attacks of this type have 
been associated with measurable increases in patient 
mortality, particularly in emergency medicine and 
intensive care units where real-time data access is 
clinically indispensable. Both the HIMSS and Proof-
point-Ponemon reports rank ransomware among the 
top security concerns across health systems of all 
sizes [2,3], and the economic incentive for attackers is 
clear: healthcare organisations are less able to tolerate 
prolonged downtime than commercial enterprises, 
making them more likely to pay ransoms [4].

Phishing – the use of deceptive communications 
to extract credentials or deliver malware – remains 
the most common initial attack vector against health-
care systems [6,8]. Clinical staff are specifically vul-

nerable: high volumes of external communication, 
significant time pressure, and a professional culture 
that rewards rapid response all increase susceptibil-
ity. Healthcare systems are exposed to evolving cyber 
threats, including sophisticated phishing and social 
engineering attacks. At he same time, studies high-
light persistent gaps in cybersecurity awareness and 
training among clinicians, which may hinder the 
identification of malicious communications [6,7].

The Internet of Medical Things (IoMT) – infusion 
pumps, defibrillators, implantable cardiac monitors, 
continuous glucose monitors, and bedside patient 
monitors connected to hospital networks – has created 
an attack surface that did not exist a decade ago. Many 
of these devices were designed before modern security 
standards existed, run legacy operating systems, and 
cannot receive software patches [7]. Deb et al., in a 2025 
taxonomy of real-world IoMT attacks, documented 
incidents involving data interception, denial-of-service 
attacks targeting clinical devices, and, in adversarial 
research settings, unauthorised control of device func-
tion. ElSayed et al. proposed a lightweight adaptive 
machine-learning framework (CryptoDNA) for detect-
ing distributed denial-of-service attacks in medical IoT 
environments, demonstrating that tailored artificial 
intelligence (AI)-based defences can address threats 
that generic security software does not cover [8]. Mo-
hamadi et al. similarly showed that convolutional neu-
ral network models can detect known and novel threat 
types in IoMT networks at performance levels suitable 
for real-time deployment [9]. The clinical implication 
is unambiguous: a compromised medication-delivery 
device or patient monitor is not an IT problem – it is a 
patient safety incident.

Medical devices incorporating AI introduce a fur-
ther category of risk. Mitra et al. demonstrated that 
AI-enabled devices can be targeted through adver-
sarial manipulation of the underlying algorithms – 
not only through conventional network intrusion – 
and proposed a pre-market risk analysis framework 
extending security assessment to the behaviour of AI 
decision components [10]. Supply chain attacks, in 
which adversaries compromise a software vendor to 
gain simultaneous access to multiple downstream 
organisations, have been documented in healthcare 
IT. Argaw et al. identify insecure third-party inter-
faces as a primary structural vulnerability in hospital 
cybersecurity architectures [5,11].

Electronic health record security

Electronic health records are simultaneously the 
most operationally critical component of modern 
clinical workflow and among the most valuable tar-
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gets for attackers. Health record data commands 
higher prices on illicit markets than financial data 
because a complete health record combines personal 
identifiers, diagnoses, medications, insurance infor-
mation, and financial details that can be used for 
identity fraud, extortion, and fraudulent claims [1,4]. 
This economic reality drives targeted attacks spe-
cifically designed to exfiltrate health record data 
rather than encrypt it for ransom.

A quantitative study using structural equation 
modelling combined with artificial neural network 
analysis found that perceived cybersecurity risk is 
significantly associated with reduced trust in elec-
tronic health record systems and lower perceived 
performance among healthcare professionals [12]. 
These findings suggest that cybersecurity concerns 
may inf luence clinician engagement with digital 
health systems. Similarly, Arafa et al. report that per-
ceived security plays an important role in shaping 
clinician acceptance and trust in emerging digital 
health technologies [1].

Core EHR security principles with direct rele-
vance to clinical practice include: strong, unique cre-
dentials for each system supported by a password 
manager; multi-factor authentication (MFA) acti-
vated wherever available; minimum necessary access 
– each user accesses only data required for their cur-
rent role; encryption of data in transit and at rest; and 
prompt reporting of anomalous system behaviour. 
Sharing login credentials with colleagues, even tem-
porarily and in cases of clinical urgency, eliminates 
both technical access control and the audit trail that 
enables detection of unauthorised access.

The clinician’s role in cybersecurity

Sociotechnical analyses consistently identify the 
human element as both the most frequent point of 
failure and the most important defensive resource in 
healthcare cybersecurity. Ewoh et al., in a 2025 scop-
ing review published in the Journal of Medical Inter-
net Research, propose a sociotechnical framework 
that integrates people, processes, and technology, 
placing clinicians at the centre of the security system 
rather than at its periphery [6]. The 2024 BMC qual-
itative study identified inadequate staff training and 
limited security awareness as key organisational risk 
factors, alongside broader systemic and governance-
related challenges [13].

In day-to-day practice, clinicians make a continu-
ous series of decisions with cybersecurity implica-
tions: whether to open an email attachment, use 
shared credentials for convenience, report a system 
anomaly, access patient data on a personal device. 

Embedding security awareness into routine clinical 
behaviour – treating it as an element of professional 
competence alongside medication verification and 
infection control – is the most impactful intervention 
available at the individual level [5]. Prompt incident 
reporting is especially critical: unusual computer be-
haviour, unexpected system restarts, changes to the 
EHR interface appearance, unsolicited credential re-
quests, and anomalous device behaviour can all in-
dicate an active attack [5,7]. Alanazi’s survey data 
show that a significant proportion of clinicians did 
not know where to direct a security report and doubt-
ed their report would receive a serious institutional 
response – a cultural failure with direct security con-
sequences [5].

Advanced defensive technologies

AI-driven security systems can continuously 
monitor hospital networks, identify behavioural 
anomalies indicative of compromise, and isolate af-
fected systems at speeds that manual oversight cannot 
match. The domain-specific machine-learning ap-
proaches demonstrated by ElSayed et al. and Moha-
madi et al. illustrate how AI tools tailored to IoMT 
environments can address threat categories that ge-
neric security software fails to cover [8,9].

Blockchain technology has been proposed as a 
mechanism for ensuring the integrity and auditabil-
ity of health records. The Cluster Computing system-
atic review identifies blockchain-based systems as 
among the most promising structural solutions for 
maintaining tamper-evident records of data access 
and modification – a property of particular value in 
environments where record authenticity is both a 
clinical and legal requirement [4]. Federated learning 
– a paradigm in which AI models are trained col-
laboratively across multiple institutions without pa-
tient data leaving each site – offers a path to more 
capable diagnostic algorithms while substantially re-
ducing the security and privacy risks of centralised 
data aggregation [14].

The Zero Trust security model, endorsed by the 
World Economic Forum as a guiding architecture for 
healthcare cybersecurity, replaces the assumption 
that everything within a hospital network perimeter 
is trustworthy with continuous authentication and 
authorisation for every resource access event [15]. 
Ewoh et al. note that successful Zero Trust implemen-
tation requires alignment of technology, processes, 
and organisational culture – technical deployment 
alone is insufficient [6]. Regulatory frameworks such 
as GDPR in Europe and HIPAA/HITECH in the 
United States establish baseline requirements for data 
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protection and mandate breach notification obliga-
tions, with non-compliance potentially resulting in 
significant penalties. Healthcare cybersecurity bul-
letins from the U.S. HC3 highlight the relevance of 
these regulatory requirements amid ongoing cyber 
threats affecting the health sector [16].

Practical recommendations

For individual clinicians, credential management 
is the most immediately actionable area of responsi-
bility. Strong, unique passwords for each system, with 
MFA enabled on every platform that supports it, are 
foundational; credentials must never be shared, and 
institutions should provide alternative emergency ac-
cess protocols to avoid trading security for clinical 
urgency [2].

Alanazi reports variability in clinicians’ awareness 
of cybersecurity threats and highlights uncertainty 
regarding institutional procedures for identifying and 
reporting suspicious communications, including po-
tential phishing attempts [5].

Device-level security practices are widely recog-
nised as important for reducing vulnerabilities in 
healthcare environments, particularly given the in-
creasing attack surface associated with connected 
medical and information systems. From a user inter-
action perspective, perceived cybersecurity risks have 
also been shown to influence how healthcare profes-
sionals engage with electronic health record systems, 
highlighting the importance of secure system design 
and safe usage practices [7,12].

Studies highlight significant gaps in clinicians’ 
cybersecurity awareness and uncertainty about insti-
tutional responsibilities, indicating the need for im-
proved and context-sensitive cybersecurity education 
within healthcare environments. Both organisation-
al and human-factor considerations are emphasised 
as important components of effective healthcare cy-
bersecurity strategies [5,13]. Generic IT security con-
tent has limited impact; training using clinical sce-
narios – recognising a phishing message formatted 
as a laboratory result notification, understanding why 
credential sharing undermines both security and ac-
countability – might produce greater and more du-
rable behaviour change.

Technical measures should include network seg-
mentation separating medical devices from admin-
istrative systems, regular vulnerability assessments, 
endpoint detection and response (EDR) deployment, 
and rigorously tested backup and recovery plans. 
IoMT devices warrant a dedicated institutional pro-
gramme: central device inventories, network traffic 
monitoring, patch management where feasible, and 

isolation of legacy devices that cannot be updated. 
Incident response plans must be documented, re-
hearsed with clinical leadership participation, and 
subject to systematic post-incident review.

Patient safety implications

The ultimate purpose of healthcare cybersecurity 
is to protect patients. Attacks that compromise data 
availability, disrupt device function, or immobilise 
clinical systems have direct consequences for diagno-
sis, treatment, and patient safety. Inaccessibility of 
allergy status, dosing errors attributable to device ma-
nipulation, and inability to order urgent investigations 
during system outages are documented outcomes of 
real-world ransomware attacks. Patient trust may also 
be eroded over the longer term. Data breaches have 
been associated in the literature with reduced patient 
confidence in healthcare systems, which may nega-
tively influence openness in clinical communication.

Mitra et al. use a systems-theoretic framework to 
demonstrate that adversarial manipulation of ma-
chine learning models embedded in medical devices 
can lead to unsafe or erroneous outputs, highlighting 
limitations in conventional monitoring approaches 
for detecting such failures. These findings underscore 
the importance of robust safety and governance 
mechanisms for AI-enabled clinical decision support 
systems [10]. Along with these new possibilities, such 
systems also introduce new risks. Systems and mod-
els trained on single-centre datasets absorb and re-
produce diagnostic habits and blind spots embedded 
in the environment. Such models can perpetuate 
single-institution biases when applied elsewhere [17].

Conclusion

Artificial intelligence offers transformative poten-
tial across many domains of clinical practice, from 
embryo selection in reproductive medicine to threat 
detection in cybersecurity, however, no technology is 
sufficient without the informed, vigilant clinician 
participation. The current threat environment con-
tinues to evolve: ransomware campaigns grow more 
sophisticated, Internet of Medical Things devices 
present novel attack surfaces, artificial intelligence is 
being weaponised, and supply chain compromises 
can affect entire regional health networks simultane-
ously. Advanced defensive technologies such as arti-
ficial intelligence-driven threat detection, blockchain 
integrity, federated learning and Zero Trust architec-
ture are available and effective, but require strategic 
institutional commitment and adequate resources. 
Individual clinician behaviour remains indispensable 
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and cannot be substituted by technology: strong cre-
dential hygiene, vigilance against phishing, prompt 
incident reporting, and critical oversight of connect-
ed devices are professional responsibilities that belong 

alongside medication safety and infection control in 
the daily practice of every clinician. The core message 
is straightforward: cybersecurity is a dimension of 
patient safety. It begins at the login screen.
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